Application Security

Improve the security and performance of
your web apps with enterprise-class WAF,
DDoS and CDN solutions.

Your web applications are critical to your business as they serve as a
main source of your revenue transactions and customer interactions.
Web applications are also the top target for cyber attacks. Organizations
need protection against well-known threats and DDoS attacks — all while
optimizing web and mobile application delivery to their end users.

Rackspace Technology offers a portfolio of application security

solutions that include everything your business needs to improve the
performance, security and reliability of your web and mobile applications
— with options for 24x7x365 support from certified security experts at
Rackspace Technology.

Experts Dedicated to Your Success

The security experts at Rackspace Technology have deep knowledge
and experience in both IT security and cloud security, and they hold
800+ security industry certifications — including 100+ cloud security
certifications from AWS, Microsoft® Azure® and Google Cloud Platform™.

Organizations that need hands-on application security solution support
can leverage expert service models including:

+ Advanced Monitoring & Resolution for Security: Provides 24x7x365
security technology health monitoring, security automation,
operational support and help desk.

+ Rackspace Elastic Engineering for Security: Provides a dedicated pod
of certified security experts who work as an extension of your team for
expert onboarding and configuration support based on best practices,
ongoing management and assistance with tuning, PCl compliance
expertise and support for advanced policies and features.

Key Benefits

Reduce your risk and provide your users with an optimal web and mobile
application experience.

» Secure websites against cyberattacks in real time

« Address PCl compliance needs

+ Reduce downtime caused by DDoS attacks

» Deliver a fast and reliable web experience for your users

- Protect against account takeover, advanced bot attacks and APl threats

-+ Leverage cloud-based delivery to protect any environment — on-
premises or in the cloud — on AWS, Azure and Google Cloud Platform

Key Features

The portfolio of application security solutions at Rackspace Technology
includes technology from Akamai, Cloudflare® and Imperva, and includes
(but is not limited to) the following features:

Web application firewall: Real-time protection against OWASP Top 10
threats, like SQL injection, cross-site scripting, illegal resource access
and remote file inclusion. We offer solutions that are pre-tuned to
immediately block, with zero false positives.

Advanced bot protection: Combat automated attacks from scrapers,
spammers and malicious bots, with options to detect attempts to
perform account takeover via credential stuffing — without interfering
with legitimate human users.
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About Rackspace Technology®

Rackspace Technology is your trusted partner across
cloud, applications, security, data and infrastructure.
+ A lLeader in the 2020 Gartner Magic Quadrant

- for Public Cloud Infrastructure Professional and

+ Managed Services, Worldwide

+ 2,600+ certified experts

Hosting provider for more than half of
the Fortune 100

20+ years of hosting experience

Customers in 120+ countries

« HITRUST CSF-certified dedicated
hosting environment

« Certified Level 1 PCI Service Provider on AWS
+ 1,800+ AWS technical certificates worldwide
AWS Security Hub Partner

Google Cloud Platform Security Specialization

IDC- and Forrester-recognized security practices

- State-of-the-art global security operations center
with locations in EMEA and North America

+ 400+ network and security experts available
around the clock

+ 250+ security analyst and professional
certifications including Certified Information
Systems Security Professionals (CISSP), and Global
Information Assurance Certifications (GIAC) in Cyber
Defense, Digital Forensics & Incident Response, and
Penetration Testing

Fanatical Experience®

Experts on your side, doing what it takes to
get the job done right. From first consultation
to daily operations, Rackspace Technology
combines the power of always-on service with
best-in-class tools and automation to deliver
technology when and how you need it.



DDoS protection: Protect against the largest targeted attacks on networks, applications
and DNS servers — without incurring latency or interfering with legitimate users.

Global CDN and application delivery: Help websites and applications to run faster
than ever before with content caching, load balancing and failover delivered via a
security-enabled CDN.

Real-time reporting: A high-level dashboard of the overall threat landscape for your
organization with robust logging and reporting to see what’s happening in real-time, and
with actionable security insights.

Cloud deployment and policy management: Easy to deploy and manage with no hardware
or software required. Custom security rules and policies are easy to configure.

Customizable add-on services: Our experts can help you add advanced features,
including bot or SSL management, load balancing, rate limiting, SIEM integration, analytics
and much more.

Get Started

Learn more about how the expert cloud security services at Rackspace Technology can help
improve the security outcomes for your business.

Take the Next Step

Let's talk about how our application security solution, supported by Rackspace
Technology, helps you achieve your security goals.

Learn more: www.rackspace.com/security/application-security
Call: 1-800-961-2888
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