Professional Services:
Security and Risk
Assessment

Leverage a framework-specific assessment
of your IT environment and chart a clear
path forward to compliance.

Ensuring the protection of your IT environment and the privacy of its About Rackspace
data is crucial when it comes to fostering customer trust and acquiring
new business. To do so, you must maintain security and compliance in
accordance with various frameworks.

Rackspace is your trusted partner across cloud,
applications, security, data and infrastructure.
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But considering the resource constraints that many IT departments face, Public Cloud Infrastructure Professional and

your organization may not have the time to learn, adopt, implement and Managed Services, Worldwide
document new security measures. To help mitigate your risks, Rackspace
Security & Risk Assessment service will evaluate your compliance with
security frameworks, identify gaps, and provide recommendations to  Hosting provider for more than half of
achieve the desired outcomes. the Fortune 100

+ 20+ years of hosting experience

+ 3,000+ cloud experts

Experts Dedicated to Your Success

The security and risk experts at Rackspace will help you address your
compliance needs for most security standards, including:

+ Customers in 150+ countries

+ NIST 800-171 (DFARS) Fanatical Experience™

+ NIST 800-53 (FISMA) Experts on your side, doing what it takes to

. FedRAMP get the job donp right. From first con.sultann
to daily operations, Rackspace combines the

* HIPAA/HITECH power of always-on service with best-in-class

« 1SO 27001/27002 tools and automation to deliver technology
when and how you need it.

« PCI

+ SOC2

Rackspace experts are well-versed with the technical and business
requirements of each framework and have the technical expertise to
accurately evaluate your system, including applications and data, and
identify where and how your system fails to meet the requirements.

The Rackspace Security & Risk Assessment will leave you with a

clear understanding of what steps you need to take to address the
challenges in your environment, whether it is re-architecting your
environment, updating how and where you store data, or improving your
documentation processes.

Framework-Specific Evaluation and Guidance

The Rackspace Security and Risk Assessment will determine where you
stand in relation to compliance standards for your chosen security
framework, as well as identify gaps and recommend steps you can take to
address compliance deficiencies. For this offering,

Rackspace will:

» Determine which systems are in scope

» Determine in-scope data and how it is used, processed, stored
and transmitted

Evaluate the coverage of existing documentation relevant to your
security processes

« Assess your current capabilities

Provide architecture recommendations and engineering guidance

rackspace.



« Identify the specific remediation that's required, then support it

» Develop documents needed to achieve compliance for the chosen security framework

This assessment includes the following deliverables:

+ Gap assessment with remediation guidance

« Framework-specific submission documents

Key Benefits

« Faster path to compliance: With Rackspace on your side, your path forward to compliance
is streamlined. Gaps are identified quickly with a solid remediation plan outlined by
compliance experts.

- Dedicate time to other business areas: By relying on Rackspace to pore over the
requirements for each framework and developing the plan to implement changes, your IT
resources are free to advance other areas, such as scalability and performance.

+ Strengthen trust in your customers and your reputation: By adopting and implementing
a compliance framework, you can bolster your reputation for cybersecurity dedication —
earning the trust of your customers who operate in industries where security and privacy
are non-negotiable.

Take the Next Step
Let’s talk about how Rackspace Security and Risk expertise helps you
achieve your goals.

Learn more: https://www.rackspace.com/professional-services/security
Call: 1-800-961-2888
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